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" The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

• Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, hov/ever, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified at>ove, the maximum statutory period vy^ll apply and wilt expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 

- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1)^ Responsive to communication(s) filed on 20 February 2003 . 
2a)\3 This action is FINAL. 2b)^ This action is non-final. 

3) n Since this application is in condition for allowance except for fomial nnatters, prosecution as to the merits is 

closed in accordance with the practice under Ex parfe Qway/e, 1935 CD, 11, 453 O.G. 213. 
Disposition of Claims 

4) ^ Claim(s) 1-92 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) n Claim(s) is/are allowed. 

6) ^ Claim(s) 1-92 is/are rejected. 
?)□ Claim(s) is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 0 The specification is objected to by the Examiner. 

10) 0 The drawing{s) filed on is/are: a)n accepted or b)\3 objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

11) 0 The proposed drawing correction filed on is: a)n approved b)D disapproved by the Examiner. 

If approved, corrected drawings are required in reply to this Office action. 

12) 0 The oath or declaration is objected to by the Examiner. 
Priority under 35 U.S.C. §§119 and 120 

13) n Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 

a)nAII b)n Some*c)n None of: 

1 Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 

14) n Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application). 

a) □ The translation of the foreign language provisional application has been received. 

15) n Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121. 
Attachment(s) 

1 ) 13 Notice of References Cited (PTO-892) 4) Q Interview Summary (PTO-41 3) Paper No(s). 



2) 13 Notice of Draflsperson's Patent Drawing Review (PTO-948) 5) d Notice of Informal Patent Application (PTO-152) 

3) ^ Information Disclosure Statement(s) (PTO-1449) Paper No(s) 6 . 6) Q Other: 
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DETAILED ACTION 
Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

1. Claims 1-9, 11-14, 16-24, 26-29,31-39,41-44,47-55, 57-60, 62, 63, 64-70, 72-75, 77-85, 

87-90, and 92 are rejected under 35 U.S.C. 103(a) as being unpatentable over Matsumoto 

(6,215,877 Bl) in view of Foladare et al (6,073,235). 

In reference to claim 1 and 17, 47, 48, 64, 78, 79, Matsumoto discloses a method of 
managing virtual channels in a multicast session (column 2 lines 60-67), the method comprising: 
receiving a request from a requestor to join the multicast session for a time period (column 6 
lines 30-32); assigning a virtual channel to the requestor based on the time period (column 10 
lines 45-48) the key management server then generates the channel secret key again and the chat 
client requests the key management server to request a new key once the deadline is reached 
(column 10 lines 47-49); forwarding a virtual channel key to the requestor (column 6 lines 30- 
35). The system disclosed by Matsumoto rekeys the virtual channel key when membership of 
the virtual channel changes (column 10 lines 40-42). 

Matsumoto does not disclose and forwarding the virtual channel key to all members of 
the virtual channel. 

Foladare discloses a system of private broadcast communication. A subscriber in the 
system sends a private broadcast request to the private broadcasting device. If the 
communicating partners are available, the private broadcasting device assigns an encryption key 
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and a channel number to the subscriber's terminal and to each of the participating terminals 
(column 1 lines 29-37). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the broadcasting device of Foladare to send the channel key to all the 
members of the channel in the broadcast system disclosed by Matsumoto. One of ordinary skill 
in the art would have been motivated to do this because the terminals communicate with each 
other privately excluding all other terminals that are not part of the private broadcast 
communication (column 1 lines 42-44), 

2. In reference to claims 2, 18, 33, 65, 80, Matsumoto teaches a system wherein each virtual 
channel is associated with a time duration (Matsumoto column 10 lines 45-47). 

3. In reference to claims 3, 19, 34, 50, 66, and 81, Matsumoto suggests a system wherein it 
is possible for no member can be in more than one virtual channel. In the system the earlier 
mentioned member would be considered an outsider therefore would not receive the channel key 
as a result the communication would remain secret to this individual (Matsumoto column 3 lines 
51-62). 

4. In reference to claims 4, 20, 35, 51, 67, and 82, distributing a data key to each multicast 
virtual channel. Since the key relative to each channel is unique to that channel, then a data key 
is distributed to each multicast channel (Matsumoto column 4 lines 59-63). 

5. In reference to claims 5, 21, 36, 52, 68, and 83 the virtual channels reside within one 
domain. The channels are suggested to exist in the same server (server 50 Fig 4). 

6. In reference to claim 6, 7, 22, and 37, 53, the system disclosed by Matsumoto rekeys the 
virtual channel key when membership of the virtual channel changes (column 10 lines 40-42). 
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The key is regenerated when a member withdraws, however, the cHent has to get the key and 
thus for rekeying to be completed, the cHent must request the key (column 10 lines 47-50). 

7. In reference to claims 8, 23, 38, 54, 69, and 84, Matsumoto does not expressly disclose 
associating unlimited time duration with a virtual channel creating a permanent virtual channel. 

Foladare discloses assigning channel numbers to different channels (column 1 lines 38- 
40). Further Foladare teaches the use of a preallocated request channel where a plurality of 
channels are assigned for a purpose (column 4 lines 14-20), and are therefore permanent with 
unlimited time duration. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to allocate a permanent channel for a specified purpose as taught in Foladare in the 
system disclosed by Matsumoto. One of ordinary skill in the art would have been motivated to 
do this because ready access to the private broadcasting device may be obtained (column 4 lines 
19-20). 

8. In reference to claims 9, 24, 39, 55, 70, and 85, wherein a member may join a virtual 
channel for less than the virtual channel's fiill time duration (column 10 lines 38-40), 

9. In reference to claims 1 1, 12, 26-27, 41, 42, 57, 58, 72, 73, 87, and 88, Foladare suggests 
reassigning time duration for a virtual channel if a virtual channel is freed (column 3 lines 65 to 
column 4 line 5). The time interval for the communication is on of the variables associated with 
the channel and as a result changes whenever the communication that uses the channel is 
changed. Foladare monitors the time estimated time intervals for a channel and therefore can 
change the time duration for all virtual channels when one is freed. 
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10. In reference to claims 13 and 14, 28, 29, 43, 44, 59, 60, 74, and 89, the virtual channel is 
freed when an upper member expires (Matsumoto column 10 lines 40-42), The channel key is 
changed when the membership changes, since each channel in the system disclosed by 
Matsumoto has a unique key (column 4 lines 59-63), therefore the channel is freed and a new 
channel is created with a new key. Matsumoto suggest the virtual channel is freed when all 
members expire. When there is no communication between the members of a channel for a 
predetermined amount of the channel is freed by changing the secret key (column 10 28-34). 
The communication ceasing for a predetermined amount of time is a way of showing that the 
members have expired. 

11. In reference to claims 16 and 3 1, 62, 77, and 92, wherein only the freed virtual channel 
rekeys the virtual channel key to all members of the freed virtual channel (column 10 lines 47- 



12. Claim 10, 15, 25, 30, 40, 45, 46, 56, 61, 71, 76, 86, and 91 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Matsumoto and Foladare as applied to claim 2 above, 



The combination of Matsumoto and Foladare do not expressly disclose creating a lower 
and upper bound for the virtual channel based on the time duration of the virtual channel. 

Kadansky teaches the new and old key being used for a predetermined period of time 
(Fig. 7 column 9 lines 50-53). The predetermined period has an upper bound and a lower bound, 
which make up the period. The act of reassigning fiirther comprises the step of reconfiguring the 
lower and upper bounds of all virtual channels. The channels disclosed by Kadansky have new 



55). 



and further in view of Kadansky (6,295,361 Bl). 
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group keys and time values sent when a new channel is created (column 8 lines 29-31), channels 
are separated by use of different keys. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to create a time period in which a channel is viable as in Kadansky in the 
combination of Matsumoto and Foladare. One of ordinary skill in the art would have been 
motivated to do this because the key manager needs to coordinate with the senders to make sure 
that all the senders have received the new key and packet number (column 9 lines 11-15). 

Conclusion 



13. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Kadansky etal 6,295,361 
Matsumoto 6,215,877 61 

Foladare etal 6,073,235 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W Klimach whose telephone number is (703) 305-8421. 
The examiner can normally be reached on Mon to Fri 7:15 a.m to 3:45 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (703) 305-9648. The fax phone numbers for the 
organization where this application or proceeding is assigned are (703) 305-8421 for regular 
communications and (703) 305-8421 for After Final communications. 
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Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703) 305-4832. 



PWK 

August 8, 2003 



MM SHEIKH 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



